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Performance Analysis of Correlation-Based
Communication Schemes Utilizing Chaos

Mikhail Sushchik, Lev S. Tsimring, and Alexander R. Volkovskii

Abstract—Using chaotic signals in spread-spectrum communi- Some of the additional advantages of using spread-spectrum
cations has a few clear advantages over traditional approaches. communications is that it is more resistant to narrow-band
Chaotic signals are nonperiodic, wide-band, and more difficult jytarference and has lower spectral power density, which makes

to predict, reconstruct, and characterize than periodic carriers. . . L
These properties of chaotic signals make it more difficult to it less detectable and less damaging to many existing narrow

intercept and decode the information modulated upon them. band communication systems.
However, many suggested chaos-based communication schemes Achieving processing gain is the key point in the design of

do not provide processing gain, a feature highly desirable in gpread-spectrum chaos-based communication systems. Clearly,
spread-spectrum communication schemes. In this paper, we sug-his can only be done if the bandwidth of the chaotic carrier

gest two communication schemes that provide a processing gain.. . . . - . .
The performance of these and of the earlier proposed differential is wider than that of the information signal. This, however, is

chaos shift keying is studied analytically and numerically for necessary, but is not a sufficient condition for providing a pro-
discrete time implementations. It is shown that, when performance cessing gain. For example, simply adding a wide-band chaotic
is characterized by the dependence of bit error rate onE, /No,  signal to the information signal at the transmitter, and then sub-
the increase of the spreading sequence length beyond a certaingacting it at the receiver, as in the chaotic masking scheme
point degrades the performance. For a givenE, /Ny, there is a - - -
length of the spreading sequence that minimizes the bit error rate. [11]__[14]’ dogs noft p_rodu<_:e_ any processing gain. Chaotlc_mod-
ulation technique in its original form [15], [16] does not yield
any processing gain, either.

Incorporating processing gain into chaotic spread-spectrum
ROAD continuous spectra of chaotic signals make thegystems is a nontrivial task because, on one hand, it is difficult to
very appealing for use as carriers in spread-spectrugcreate the nonperiodic spreading sequence at the receiver op-

communications [1]-[8]. Research in this direction has draverating in noisy environment, and on the other hand, designing
considerable interest in the last few years. The accumulatiageal-time matched filter to suppress noise in chaotic signals is
volume of research has illuminated a few fundamental problemst as difficult. This problem can be circumvented by actually
that researchers face in developing chaos-based communicatiansmitting both the reference signal and the information signal
schemes. One such problem is developing a chaos-based cagin traditionatransmitted referenc€TR) methods. This ap-
munication scheme that would achieve the so-called processgrgach is used in particular by théferential chaos shift keying
gain. (DCSK) [4], [17].

The idea behind spread-spectrum communication schemen this paper, we introduce two new correlation-based com-
[9], [10] is that a relatively narrow-band information signal isnunication schemesorrelation delay shift keyinfCDSK) and
modulated upon a rather wide-band carrier. Common spregfinmetric chaos shift keyif§CSK). In CDSK, instead of the
spectrum technologies utilize averaging or correlation teckequential transmission of the modulated chaotic signal and the
niques that match the received signal with a cereipriori reference, as it is done in DCSK, the two are added together
known pattern. In these methods, the useful signal is accumith a certain time delay. This permits a continuous operation
lated coherently and the channel noise and interference afehe transmitter and makes the transmitted signal more ho-
averaged out. The number of samples over which the averaginggeneous and less prone to interception. SCSK, a subclass of
is done is usually called the length of the spreading sequengatipodal chaos shift keying, uses a matched nonlinear system
As this number increases proportionally to the bandwidth @b reconstruct the reference signal, thus eliminating the need for
the carrier, the accumulated useful signal grows proportionathansmitting it over the communication channel, simplifying the
to it, while the interference grows at a slower rate. The propemiansmitter design, and providing some selectivity. Both pro-
of spread-spectrum systems to suppress interference dugdeed systems provide processing gain by employing correla-
utilization of a wider bandwidth is called a processing gainion detection.

It was reported in [21] and [22] that DCSK differs substan-
tially from the traditionaHifferential phase shift keyin@P SK)

. . . _ apd TR systems in that the carrier energy in DCSK can fluc-
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Fig. 1. DCSK operation: (a)—transmitter, (b)—receiver.

frequency range as possible. In these cases, it may be adwamnt for anyi # 7, and that we can maintain perfect bit syn-
tageous to use base-band implementations of DCSK and sithronization. Then the correlator output can be written as
ilar schemes. We study analytically and numerically the perfor-
mance of base-band implementations of DCSK and the two new
schemes, and show that both CDSK and SCSK perform 2-3dB =~ © = D (si 4 &) (sienr + Eivnr)

M

worse than DCSK. We also observe that each scheme shows the =1

same characteristic behavior, namely, for every valug,gfVy, M 9

there is a certain length of the spreading sequence that mini- - Z (b + @iGienr + &) + Gibienr)

mizes the bit error rate. This behavior is explained in part by the Zziw o

variability of the bit energy for chaotic sequences [21], [22]. De- —b 2 e bits - 1
spite their slightly inferior performance, CDSK and SCSK have ! ; Tt ; (s(Givar +bii) + &idina) - (D)

certain attractive features that make them viable candidates for
chaos-based spread spectrum communications. In this expression, the first term is the useful sighand the
second is a zero-mean random quantity.
One shortcoming of this method, the need to transmit the
II. SYsTEM DESCRIPTION DCSK, CDSK, SCSK same chaotic sequence twice, makes this system prone to in-
terception. Also, the transmitter requires a delay element and a
A. DCSK switch, or a generator capable of reproducing the same chaotic
The operation of the DCSK modulator and demodulator fguence. This can lead to technical implementation difficulties.
illustrated in Fig. 1. For every bit of information, the transmitteE3 CDSK
outputs a chaotic sequencgof lengthM followed by the same ~
sequence multiplied by the information sigial= +1, where In the CDSK modulator (Fig. 2), the transmitted signal is the
1 is the bit counter. Thus, the transmitted sigsafor a single sum of a chaotic sequenag and of the delayed chaotic se-
bit is given by quencez;_;, multiplied by the information signal; = +1:
s; = z;+biz;_. Thus, CDSK overcomes the mentioned above
disadvantages of DCSK: the switch in the transmitter is now
replaced by an adder, and the transmitted signal is never re-
peated. It should be kept in mind, however, that a more sophis-
ticated correlation analysis will still be able to detect a CDSK-
In order to recover the information, the received signal based transmission. The receiver (Fig. 2(b)) is the same as for
is multiplied by the received signal delayed by, »;,_,;. The DCSK, except the delay now does not have to be equal to the
product is then averaged over the spreading sequence lehgthspreading sequence length. The correlator outpus is given
Thus, the output of the correlator can be written as by the sum
M

M S = Z (i +bixicr, + &) (@imr, + bimi@icor + &i—1)
S = Tl M- =1
221 M M M
= 2
:blz -TZ‘_L+Z i (2
i=1 i=1
Let us make the standard assumptions that the received signal _ _ o _ ,
Strictly speaking, the first term in (1) is still a fluctuating quantity, due to the

ri 1S given. byr; = s; + &, whereg; is a St_ationafy_ random gt that the transmitted signal changes from bit to another bit. Thus, a part of
process with(¢;) = 0, that{; andé; are statistically indepen- this term should also be considered as contamination.

), O<i< M
i = blaii_]w, M <1< 2M.
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Fig. 2. CDSK operation: (a)—transmitter, (b)—receiver.
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Fig. 3. SCSK operation: (a)—transmitter, (b)—receiver.
where We shall choos&'(e) and G(e), such that the drive-response
system that they form has a stable identically synchronous
M =TTi—r, + bi_1@i®i—or, + bibi_17_rxi—or regime with respect to first components of vectafsandy;:
ol Fbwi_n&ion +ri_ré x} = yi. The simplest example of such drive-response system
by mianli 4 &l is two one-dimensional (1D) maps:

. . . . . it1 = F(xy),
The first term in (2) is the useful signal, and the second is the Vit (i)

contamination which now comes not only from noise part of Yitr = F(si)

the correlator input, but also from correlating chaotic segmen{fere F'(e) is even,F(z) = F(—z). In a noise-free case, the
over finite time. As we shall see in the next section, this addytput of the chaotic system in the receiver is the same as the
tional contribution leads to a somewhat inferior performance gfjtput of the chaotic system in the transmitter, and the same
CDSK, compared to DCSK. as the signal in the channel, except for information-dependent
polarity modulation. The sign @ can therefore be determined
C. SCSK by taking the product of the received signal and the output of the
As an alternative to including the reference signal in the tranghaotic system in the receiver. The product can then be averaged
mitted signal, the reference signal can be recreated in the oger the length of the spreading sequence, in order to reduce the
ceiver. This approach is taken in the design of SCSK, whos#ects of channel noise.
operation is illustrated in Fig. 3. The central element of a SCSK In general, the correlator output for SCSK can be written as
transmitter is the chaotic map M
S=> yi(bw} +&)

i=1

Xi+1 = F(x;)

wherex; is the internal state vector. The first component of thiwherey; is the output of the chaotic system in the receiver. Let
vector multiplied by the information signél = +1 is the trans- us only consider here the case when the chaotic map is one-
mitted signalis; = b;z;. In the receiver, this signal is driving adimensional. Then,

matched chaotic system:

M
S = F(bla:i_l + 52‘—1)((’1971‘ + 51)
Vi+1 = G(|31|7 Yi)~ ;
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We can introduce; = &; /b, and rewrite this in the form erating chaotic spreading sequences. In this paper, we shall use
M for this purpose theymmetric tent map
S=by F (%‘—1 + 51—1) (F(%‘—l) + Si) zi41=1-Dlz;|, D=2
=1
M M R R For this map, the distribution of; is uniform and the variance
=b Yy @i+ F (xi_l + &-1) & of ¢ can be easily computed
=1 =1 E2
M ] o= 2L,
+ by Z (F (%‘—1 + 51—1) - F(-Ti—l)) F(zi—1). (3) o OM _ _
iml Thus, the contaminatioQ + 7 is a random Gaussian variable
The first sum in this expression is the useful signal, and ti{@th zero mean and variance
) , ) No E} Ng
second is the interference o2 — Eb_o LB Noy, )
SCSK approach has advantages over both DCSK and CDSK. 2 5M 4

The transmitter design is simpler. The SCSK transmittgsbcause + 7 is zero-mean Gaussian

sequence is nonrepeating, leading to lower probability of

intercept. Additionally, demodulation of SCSK signal requires BER = P((¢C+7n) > A) = lerfc <i> 7 (6)
a matched nonlinear system in the receiver, thus offering better 2 V20

protection against an unauthorized reception. These advantagggreerfc(x) is the complimentary error function
come at the expense of some performance loss and of the

more restricted choice of nonlinear systems used for chaos erfc(z) = 2 / exp(—t?) dt.
generation. VT S
Thus, the bit error rate (BER) for the DCSK is given by
[ll. PERFORMANCEANALYSIS - - N —
1 b 2 Ep 0
A. DCSK Performance BER = §erfc \/4—No <1 + M Ny + 2E, M) ) . (N
The output of the correlator for DCSK is given by (1). It can
be written in the form The term reflecting the variability 6F ., =2 for chaotic pro-
S = b A+ b+, A>0. (4) cesses is the main difference between the BER expressions for

) M o DCSK and for periodic TR systems [18]. In Fig. 4(a), we present
Here, A = (z7)M, (= 3., =; — Aand the results of numerical simulations with different valuegbf

M M M Channel noisé; was taken to be Gaussian. The bit error rate for

n= Z il + by Z ;& + Z &i&itm conventional binary phase-shift keying (BPSRYE Rppsk =
i=1 i=1 i=1 erfc(+/Ey,/No)/2 is also shown for comparison. In Fig. 5, we

For DCSK,A = E,/2. We shall require that; is stationary, observe excellent agreement between the analytical prediction
and that the correlations betweenandz; ;. decay quickly as @nd the results of numerical simulations far = 100.

|k| increases (which is standard for chaotic systems). We furthef~rom Fig. 4(a), we also see that at lafgethe performance
assume that/ is much larger than the characteristic correlatioflegrades with increasin®/, which is consistent with (7). This
decay times. Under these assumptionsyamcreases, the dis- trend occurs due to the increasing contribution of noise-noise
tributions of¢ andn approach Gaussian distributions [23]. Be€ross termg;&;_x in (1) and is typical for the correlation de-
cause the distributions gfands are nearly Gaussian, it is suf-coding of TR signals. As we increas¢, keepingk, /No con-
ficient to compute the variance gf+ ¢ to fully characterize the Stant ata fixed signal amplitude, we incre@geproportionally
distribution of the interference. It is easy to check that becau§eM - Thus, while the useful signalin (1) increases linearly with
x; is statistically independent frogy for any (i, j), and¢; is . and so does the standard deviatiorof., x&(bl&_M +
statistically independent frory for anyi # j, the cross-cor- &), ~vVMNy ~ M, the standard deviation Qf;—; &&i—nr,
relation of¢ andw, (1¢) is zero. Thereforez?, . = o2 + 02, ~y/MNG ~ M?/2, grows faster.

Similarly, one can verify that the cross-correlations between the

three terms iny are also zero, and therefore the variance if B- CDSK Performance

given by: The correlator output can again be written in the form of (4)
" with A = E,/2 andy = SV #;, wherer; is given by (3).
03] -9 <Z x3> o2+ oiM AssumingL > M, variance ofj is given by
i=1 3E? N
2 _ b 0
= Eyol + ogM oy =EpNo+ or+ =~ M.
2 . .
_ Eb& + Ny M. The variance of for the tent map used as a chaos generator is
2 4 the same as in the case of DCSK. Thus, for the variance of the
Here, we introducéVy = 203, which for the case of continuousinterference we have
signals has the meaning of the channel noise spectral power den- 19E2 N2

sity. The variance of depends on a specific chaotic system gen- o = EyNo + sons + TO M (8)
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The results of numerical simulations with= 200 are shown
in Fig. 4(b). The comparison between the analytical and numer-
ical results is given in Fig. 5. Considering thgtandz; can be
considered statistically independent only approximately at large
M, the analytical and the simulation curvesidt= 100 match
reasonably well. In Fig. 5, we also see the CDSK performs 2—-3
dB worse than the DCSK. This is due to two factors. First, due to
the nature of the transmitted signal, there are four signal-noise
cross terms in (3), compared to only two such terms in (1) for
DCSK. Second, in addition to interference terms due to noise
(noise—signal and noise—noise terms), there are three interfer-
ence terms due to noncomplete orthogonality of chaotic seg-
ments on two consecutive time intervals. Since these terms are
present even when noise amplitude is zero, bit error rate satu-
rates at large=, /Ny at the valuBER,,; = erfc(1/5M/38)/2.
This saturation is visible in Fig. 4(b), which shows the bit error
rate curves computed numerically for different valueshbf
Here, we also see that, as in the case of DCSK, increddirad
constantF, /Ny leads to performance degradation.

C. SCSK Performance

In general, the correlator output (3) for this system can be
written in the form (4) withA = E, + M AE;,, whereAE;, =
((F(xi—1+&-1)— F(x;—1)F(x;—1)). n and¢ can be defined
as in the previous two cases. Whkhis large ¢ is a zero mean
Gaussian variable with the variance in the case of the tent map
0f = 4E; /(5M). n for SCSK is defined as

M

n= Z F (371‘71 + gz‘fl) &

i=1
+ ﬁl: (F (%‘—1 + éi—l) — Fzi-))F(zi1) - AEb)
i=1

and in the limit of largeM is also a zero-mean Gaussian vari-
able. Because of the nonlinearity bf it is difficult to find ana-
lytically the explicit formula for the bit error rate, however, we
may expect to see the same general features in its performance
as in DCSK and CDSK. Fig. 4(c) shows the numerical perfor-
mance curves for SCSK. This figure confirms our expectation
that the performance of SCSK should follow the same trends
as that of DCSK or CDSK. In particular, we again observe the
degradation of performance at large values/bf

D. Dependence of the Performance on the Spreading Sequence
Length

Increasing the spreading sequence length degrades the perfor-
mance of all three schemes only when the spreading sequences

Fig. 4. Performance of correlation-based detection methods: DCsK (&€ rather long. A closer inspection of Fig. 4 reveals that some-
CDSK (b) and SCSK (c).

Thus, the bit error rate is given by

BER = %erfc \/

23
8N,

times asM increases withZ, /N, held constant, the perfor-
mance first improves somewhat before it starts declining. This
is even more obvious from Fig. 6, where bit error rates are pre-
sented as functions of the spreading sequence le¥iditr sev-

eral values ofE, /Ny.

Although for smallAf the expressions for bit error rates de-
rived in the previous section are not exactly valid, we see that
they nonetheless explain the existence of the optimal spreading
sequence length. As a matter of fact, for CDSK the analytical



SUSHCHIK et al. CORRELATION-BASED COMMUNICATION SCHEMES UTILIZING CHAOS 1689

10° e ; 10°

107

107

& 107 e bl

& 107
[aa]

T — BPSK[IX, X
® DCSK - =
@CDSK \ 10 ST rete e -EJN°=13dB Ej:
ASCSK X X ¥ $E/N=15dB [

107

0 5 10 15 20 "
E/N, (dB)

Fig. 5. Performance of DCSK, CDSK, and SCSK with = 100. Numerical
data and analytical estimates are shown with symbols and lines respectively.

expression accurately describes the performance of the syster
even at quite small values éf . This is because BER behavior -
at smallM is primarily dictated by the first threg-terms in @
(3) and not by the&-term. They-terms have symmetric proba-
bility distribution even for smalb/, while the¢-term at small .. ©E/N=10 5 ;
M has strongly nonsymmetric distribution, due to the restriction | N E/N,=13 dB K
Ef‘il x? > 0. For this reason, our theory can only qualitatively | % E/N;=15dB X
describe the dependence of DCSK BER at small and moderate
values ofM, while the description of CDSK is more precise. 107

For all three schemes, there are intermediate valudd of ! 10 M 100 1000
10...100 that minimize bit error rates at fixe&, /Ny. Ob- 10°
serving the good agreement of the analytical and numerical re-
sults for the CDSK, we can analytically estimate optimal per- C d :
formance of the correlation-based detector. Minimizing the bit -+ ¢ A e® i 1. @
error rate given by (10), we find that the error is minimum . “5&!’ n
atM = /(19/5)E, /No. The corresponding optimal perfor- o ]
mance is given by o .

1
BERcpsKopt = Qerfc @E/N,=1
WE/N=1
& E/N=1

107

which is~12 dB worse than BPSK performance. 10
It should be kept in mind, however, that in many applications 1 10 100 1000

it may be more appropriate to characterize the performance of a M

communication system by the dependence of the bit error rateg) 6. performance versus the spreading sequence length for DCSK (a),

the channel SNR= P, /P, (whereP; is the signal power and CDSK (b) and SCSK (c). Numerical data and analytical estimates are shown

P, is noise power). Sinch/No _ 2PSM/P = 2SNRM, with symbols and lines respectively.

increasingM will result in lower bit error rates at a fixed SNR

for all three schemes considered here. In particular for DCSK 1 1 19 -1
and for CDSK, we can write = —erf ~SNRM [ 1+ =—=SN —
5erfe 4S R < +1OS R+8SNR)
BERpcsk
-1 For SCSK, this dependence obtained by direct numerical sim-
1 1 4 1 o N
= Qerfc > SNRM 1+ ESNR + ISNR ulation is shown in Fig. 7. We see that at large SNR the perfor-

mance of SCSK follows approximately the same trend as BPSK
BERcpsk and DCSK, namely, BER depends mainly on the product
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SNRM. Larger values off allow to maintain the same level of
communication reliability at lower levels of SNR: SNR1/M.. -

IV. CONCLUSION .
In this paper, we analyzed and compared the performance

of three base-band chaos-based spread-spectrum communic
tion schemes. The first scheme, DCSK, was proposed earlie
by Kolumbanet al. It involves the transmission of a segment
of chaotic signal twice, first as a reference signal, and second[s]
polarity-modulated by the information bit. The second scheme,
CDSK, proposed here, is similar to DCSK, however the refer-[9]
ence and the information-modulated signal are not transmitte
sequentially, but added together with a predefined time delay.
The third scheme, SCSK, is based on the specific choice qgi1]
chaos generating system, which can recreate the reference signal
at the receiver from the information-modulated chaotic signal. 15
The common feature of all three schemes is the correlation de-
tection block providing a processing gain. Our BER analysid!3!
revealed that CDSK and SCSK perform 2—-3 dB worse than
DCSK. However, both CDSK and SCSK have simpler designgi4]
and the benefit of nonrepeating chaotic carrier, which yields the
lower probability of detection. Additionally, for the proper op- [15]
eration of SCSK, the parameters of chaotic generators at the
transmitter and the receiver have to be matched, which pro-
vides this scheme with enhanced selectivity. Both theoretically; g
and numerically, we found an interesting feature of all three
schemes, namely, that the BER at fixBg/ N, reaches its min-
imum at a certain length of the spreading sequehteThis
is not typical for standard communication techniques such as
BPSK for which BER is independent ai at fixed E;,/Ny.  [18]
This behavior is caused by the noise—noise cross-correlation at
large M and fluctuations in the bit energly, at smalld/. The  [19]
existence of the optimall sets the base-band systems studied
here aside from their narrow-band counterparts, FM-DCSK anghq;
PM-DCSK [18]-[20], where the energy per bit is constant and

7

0]

(17]

2See [20] for the description of a similar scheme for a narrow-band commul21]
nication system.
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the dependence of BER ai is monotonic. Our calculations
were performed using discrete-time chaotic systems for gener-
ation of spreading sequences for of all three schemes, but the
results should also apply to their continuous-time implementa-
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